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Purpose

This job aid describes the browser settings that end users should establish to avoid display or performance issues in WBSCM. Additionally, this job aid provides the
hardware and software requirements for successfully operating in WBSCM and troubleshooting tips. The settings and helpful tips outlined in this job aid are valid as of
October 30, 2017.

Target Audience

All WBSCM Users

WBSCM Settings Checklist

WBSCM is designed for compatibility with Internet Explorer (IE). The recommended and fully supported version is IE 11.

Perform the following setup steps:

U Download Internet Explorer IE11
U Update Compatibility setting (if needed) Remove usda.gov from IE Tools > Compatibility View settings.
O Add WBSCM to IE Favorites https://portal.wbscm.usda.gov/
U Delete Browsing History Clear Cache
U Update Open Pop Separate Window Setting Select the Always open pop-ups in a new window option.
U Update Trusted Sites Add https://*.usda.gov
U Set Automatic Download to Enabled (if available) Ensure the Enable button for Automatic prompting for file downloads is enabled.
O Turn off Pop-up Blocker Set Medium or High setting depending on organization.
U Update Advanced Settings Deselect the Enable 64-bit processes for Enhanced Protected Mode* checkbox.
Deselect the Enable Enhanced Protected Mode checkbox.
Deselect Use SSL 3.0 and Use TLS 1.0 (if selected by default) checkboxes.
Select Use TLS1.1 and Use TLS 1.2 checkboxes.
O Set Zoom Set to 100%
U Set Font Size Set to Medium
O Verify Java version Latest version of Java
U Update Java security level Set to High

Additional details are provided in the following pages.
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Troubleshooting

If you encounter the following browser-related error messages, perform the recommended action to remedy the problem:

Error Message/lIssue Recommended Action

Issues with WBSCM screens not properly e Ensure the Compatibility View settings does not contain usda.gov website.

displaying. e Delete your browsing history. Refer to Delete Browsing History (Clear Cache) section.

Error Message: There is no iView available for Access WBSCM directly via the following URL: https://portal.wbscm.usda.gov.

System “XXXX”: Object “XXX”

Error Message: The page you are viewing uses Ensure that your Java Settings are set from Medium to High, depending on your organization’s policies. Refer to
Java. More information on Java support is Verify Java Security section.

available from the Java website.
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Download Internet Explorer Download Internet Explorer
1
4 1. Search to download internet explorer using
GO gle download internet explorer Q Eas m your current browser.
All News Shopping Videos Books More Settings Tools SafeSearch on

Q IE11 is the supported browser.

About 60,100,000 results (0.83 seconds)

2. Download version compatible with
Internet Explorer computer operating system (Windows 7, 8,

Microsoft / 8.1 or 10).
windows. microsoft.com/en-us/internet-explorer/download-ie

Q Windows Vista, Windows XP are no
©  Gotodownload longer supported by Microsoft.

Feedback

Internet Explorer - Microsoft Download Center
https://mww.microsoft.com/en-us/download/internet-explorer. aspx «

Download add ons, extensions, service packs, and other tools to use with Internet Explorer.
Intermet Explorer 11 - KB2859903 - Update for Internet Explorer 11 .. - 32-Bit

Internet Explorer Downloads - Windows Help - Microsoft Support
hitps://support.microsoft.com/en-us/help/17621/internet-explorer-downloads =

Official Download—Get the latest IE internet browser for your system. Internet Explorer 9, Internet
Explorer 10, and Internet Explorer 11 web browsers.
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IE Favorite

Fawvorites Feeds
. Favorites Bar
ﬁ{zﬁ 1 ) Microsoft Websites
J MEM Wehsites
[E I Add to favorites |~ I | indaws Live
Fawvorites Feeds Histary
. Faworites Bar
o Microsoft Websites
o MASH e bisites
o WYindowres Live
Add a Favorite @

Add a Favorite

Add this webpage as a favorte. To access pour favontes, visit the
Favorites Center.

History

Open

Open in new tab 4
Add to Favorites bar

Create new folder

Sortl  Secuity |  Detsis | PreviousVersions

General | M Enciyption | ‘web Document

Print

M Meca lilgl WBSCM

Delet

Rename

I Properties I

Shottcut key:  None

| Name:  WBSCH I2
Create in: ’i:? Favaorites VH MNew folder ]
Add ] Cancel
o o ke
i Add to faverites | ¥

Fawvarites Feeds History
l Fawvaorites Bar

) Microsoft Websites

J MASM Wfebsites 3

Windowes Live

o | WESCM Properties (=39
| Security I Details I Previous Yersions |
| General M| Encruption | ‘wieb Dacument
Iiﬂ WESCM
IUHL; hittps:ffportalwhscm.usda.goy I
Shortout key:  Mone
Wigitg: q
Cancel ] [ Apply

Add WBSCM as an IE Favorite
1. Navigate to your Favorites folder using

Internet Explorer by clicking ‘{‘? (the
Favorites icon), then clicking

Add to favorites | T .
(the Add to Favorites

button) on the menu bar (Alt + A).

2. Change the suggested name for the Favorite
to something meaningful such as WBSCM,
and click the Add button.

Q If you are also using the training
environment (NTRN), it may be helpful to
distinguish between your Favorites with a
more descriptive name such as WBSCM -
Production and WBSCM - NTRN.

3. Navigate to your Favorites menu and locate
the newly created WBSCM favorite.

4. Right-click &) wascM (the WBSCM favorite

link) in your list and choose Properties  (the
Properties link) to open the favorite’s
Properties dialog box.

5. Change the contents of the URL: field to the
following: https://portal.wbscm.usda.gov/

and click (the OK button).

Q Refer to the WBSCM Portal Favorites
Job Aid for details on how to set up links to
favorites transactions within the WBSCM
portal.
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Delete Browsing History (Clear Cache)

Print

File

Loorm (100%)
Safety

&dd site to Start menu
Wiew dovwnloads
Manage add-ons

F12 Developer Tools
Go to pinned sites

Compatibility View settings

Reportuwehsite problerns

Internet options |

About Internet Explorer

2=

G8n3f5|||Security I Privacy IContent I Connections | Programs I Advanced

Internet Options

Home page 3
/'? To create home page tabs, bype each address on its own line.
= |

i .caci.comy| s

[ Use current: H Use default ][ Use new kab ]

Startup
() Start with tabs From the last session
(@) Start with home page

Tabs

Change how webpages are displayed in tabs,

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information,

Delete Browsing History

[ Preserve Favorites website data

Keep cookies and temporary Inkernet files that enable your Favorite
websites ko retain preferences and display Faster,

&=

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for Faster
wiewing.

Cookies and website data

Files or databases stored on your computer by websites to save
preferences or improve website performance.

I:l History
List of websites you have visited. 6

Download History
Lisk of files you have downloaded.

Form data
Saved information that vou have typed inko Forms.

Passwords
Saved passwords that are automatically filled in when vou sign in
to & website vou've previously visited.

Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites excluded from Filkering, data used by Tracking

Protection to detect where sites might automatically be sharing details
about your wisit, and exceptions to Do Mok Track requests,

7

About deleting browsing history: ’

Delete l [ Cancel

[ Delete brawsing histary an exit 4
I[ Delete... || settings |
Appearance
Colors H Languages H Fonts H Accessibility ]

Internet Options

7 el

General |Security | Privacy I Conkent | Connections IPrngrams | .ﬁ.dvancedl

9 8

I ol ” Cancel ]I[ Apply I]

Delete Browsing History (Clear Cache)

1.

N

10.

Click “* (the Tools icon) from the menu bar
(Alt+T).
Click Internet options

link).

The Internet Options window displays with
the General tab open by default.

In the Browsing history section, click

(the Delete button).

The Delete Browsing History window
displays. Uncheck the Preserve Favorites
website data and History (History option
maybe disabled) checkboxes

Check ALL other checkboxes.

Click the Delete button.

The Internet Options window redisplays.

Click (the Apply button).
Click (the OK button).

Close and re-open Internet Explorer to clear
your browsing history.

the (Internet Options
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Pop-ups Setting Open Pop-ups in Separate Window

1. Click “ (the Tools icon) from the menu bar
(AIt+T).

I—‘E>
[

Print » .

File 8 2. Click Intemetoptions 4o (nternet Options
Zoorm (100%) v link).

Safety v 3. The General tab displays by default.

Add site to Start
site to Start menu 4. Click (the Tabs button).

View downloads Ctrl+]
Manage add-ans 5. Select the Always open pop-ups in a new
F12 Developer Taals window Option.

Goto pinned sites
6. Click (the OK button) to save

Cornpatibility VWiew settings
the settings.

Reportwebsite problems 2

: Intermet Opti 53
I Internet options I ntemet Yptions 3 7=
About Internet Explorer General ISecurity I Privacy | Content | Connections | Pragrams | ndvanced| Tabbed Browsing Settings @
Home pags

Tabbed Brawsing
/? To create home page tabs, type each address on ks own line, Wem e hen dectig il ks
. bty cach. com/ - [] Always switch ko new tabs when they are created
Show previews for individual tabs in the taskbar®

Enable Tab Groups*

[ Use current ] [ Lse default ] [ Use new tab ] Open each new tab next ko the current tab
Startup [ Open only the First home page when Internet Explarer starts
() Start with kabs From the last session When a new tab is opened, open:
@ Start with home page 4 [Your first home page -
Tabs

When a pop-up is encountered:
i i ahs _
Change hav webpages are displayed in tabs. () Lek Inkernet Explorer decide how pop-ups should open

Browsing history I @) Always open pop-ups in a new window

Delete temporary files, history, cookies, saved passwords, and web 2 PSR RS & NER

Farrn infarmation. Open links From other pragrams in:

[ Delete browsing history on exit (1 A new window
] (@ A new tab in the current window

Delete... Settings _
[ ] [ 2 () The current tab or windaw
&)
pRearance * Takes effect after vou restart vour computer 6
Colors ] [ Languages ] [ Fonks ] [ Accessibility ]
Restore defaults ] [ [8]4 ] [ Cancel
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Trusted Sites Setting

Print

File

oo (100%E)
Safety

Add site to Start menu
Wiews dowenloads
fanage add-ons

F12 Developer Tools
Go to pinned sites

Cormpatibility Wiew settings

Reportwebsite problems

Internet options |

Shout Internet Bxplorer

2

Ctrl+)

Internet Options 3

-2 sl

| Generall Security IPrivacy I Conkent | Conneckions | Programs | Advancedl

C—

Select a zane ta view or change security settings,

@ G;"« v’"

Internet

Restricted
sites

5

Trusted sites

? This 2one contains websites that wou
& trust not to damage your computer or
waur files,
‘ou hawve websites in this zone,

Trusted sites

X5

‘¥ou can add and remove websites from this zone, All websites in

LY 4 this zone will use the zone's security settings.

Add this website ta the zone: 6
I hitp s/ usda.go I add
‘Websites:

* midicorp, com - Remove

* skillport, com [
http: /¥, caci.com
http:ffsccmdbil

=

| Require server verification (https:) For all sites in this zo

e

8 oo

9

Update Trusted Sites

Click “= (the Tools icon) from the menu bar
(Alt+T).

Click Internet aptions
link).

The Internet Options window displays. Click
| Security

the (Internet Options

(the Security tab).
V]

v

Click ™' (the Trusted sites link).

Click (the Sites button).

Type the following into the Add this website
to the zone field: https://*.usda.gov

\ 7/

Q https://*.usda.gov is NOT the same as
usda.gov. Replace usda.gov entry with
https://*.usda.gov.

Click (the Add button).

Deselect the Require server verification
(https:) for all sites in this zone selection
checkbox

Click (the Close button).
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Automatic Download Setting

i

7 [%]

Print 1

File
Zoom (100%:)
Safety

Internet Options

b ‘ General l Securicy lPrwa:y I Content I Connections I Programs | Advan:&dl

Add site to Start menu

Select a zone to view or change security settings.

Wiew downloads

Manage add-ons

ela« v O

Local intranet  Trusted sites  Restricted
sites
F1Z Developer Toals
Internet =
ites
i 7 This zone is For Internet websites
Goto [P ed sites 0 except those lisked in trusted andJ
" . . restricted zones.
Cormnpatibility Wiew settings
Z Security level For this zone
Fe po e hsite pro hlerns Allewed levels For this zone: Medium to High
- Medium-high
I Internet o ptl ans I - Appropriate For most websites
() - Prompts before downloading potentislly unsafe
content

AboutInternet Explorer

- Unsigned Activel contrals will not be downloaded

[¥]Enable Frotected Made (renuie:

—
Custarn level...

Estarting Internet Explarer)

Diefault level

Reset all zones to default level

Settings
|¥ Downloads I 2
gfw l{ummaﬁc prompting for file downloads
@) Disable
@ Enable
& File download
() Disable

|&# Font dowgibad
) Disable
@ Enable
@) Prompt
|9# Enable .NET Framework setup
(©) Disable
@ Enable
|| Miscellaneous

Arrace dsts criwrae srrace Anmaine

<] I |

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: | Medium-ow (default) M ]

i Security Settings - Internet Zone -?

-7 )

Privacy I Conkenk I Connections I Programs I Advancedl

Apply
. 10 9
l OF, I [ Cancel ”I Apply I]

Set Automatic Download to Enabled (if
available)
1. Click £03 (the Tools icon) from the menu bar
(Alt+T).
2. Click Internet options

link).

3. Click] security (the Security tab).

Select t=met (the Internet option).
Click (the Custom level button).

(the Internet Options

Click ™ | (the Scroll down button) to
Downloads section

7. Ensure @ Enable the Enable button) for
Automatic prompting for file downloads is
Enabled.

8. Click ook (the Ok button).
9. Click m (the Apply button).
10. CI|ck - (the OK button).
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Pop-up Blocker Setting

Turn off Pop-up Blocker

s[a]
1

Print »
File 3
Zoorm (10052 »
Safety »

Add site to Skart menu

Yiew dowwnloads Ctrl +]
Manage add-ons

F12 Developer Tools

Goto pinned sites

Compatibility Wiew settings

Reportwehsite problerms 2

Internet options |

AboutInternet Explorer

Internet Options 3 @
| General | Security IPrivacy I| Content | Connections | Programs | Advanced |
Settings
Select a setting For the Internet zone, 4

Medium

- Blocks third-party cookies thak do not have a compack

privacy policy

- Blacks third-party cookies thak save information that can
— be used to contack you without your explicit consent

- Restricts First-party cookies that save information that

can be used to contact vou without your implicit consent

[ Sites ] [ Import ] [ Advanced ] Default
Location

& Elﬁ;f;;;llggla\é\;oegsites to request your
Pop-up Blocker

Turn on Pop-up Blocker 5
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

6

[ Ok ][ Cancel H Apply

Click “* (the Tools icon) from the menu bar
(Alt+T).
Click Internet options

link).
The Internet Options window displays. Click

Privacy | (the Privacy tab).

Ensure that your Settings are set from
Medium to High, depending on your
organization’s policies. Use the Settings
scrollbar to change the settings as
appropriate.

Ensure that the Turn on Pop-up Blocker
checkmark is selected.

If you made changes to your Privacy

settings, click (the OK button)

to save.

the (Internet Options
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Advanced Settings Update Advanced Settings

1. Click “ (the Tools icon) from the menu bar
3 (Alt+T).

2. Click Intemetoptions 4o (nternet Options

General Security Privacy Content Connections Programs | Advanced

Settings

| c .
}Ur-'\"\ HHE | L] Enable 64-bit processes for Enhanced Protected Mode™| S link). ) . . .
Brint 1 R "~ Enable DOM Storage 3. The Internet Options window displays. Click
File b rﬁ Enable Enhanced Protected Mode™ I 6 Advanced (the Advanced ta b)_
] Enable Integrated Windows Authentication™ 4. Scroll all the way down to the bottom of the
Zoom (100%) b Enable native XMLHTTP support settings list
Safety 3 Enable Windows Defender SmartScreen g ’ .
Send Do Mot Track requests to sites you visit in Internet E 5. Deselect the Enable 64-bit processes for
Add site to Start renu 7 Enhanced Protected Mode* checkbox.
Views downloads Ctrl +) 4 6. Deselect the Enable Enhanced Protected
fanage add-ons | E::Eg 1; 8 Mode checkbox. .
F12 Developer Tools [+| Warn about certificate address mismatch*® 7. Deselect Use SSL 3.0 and Use TLS 1.0 (if
Ga ta pinned sites [ warn if changing between secure and not secure mode selected by default) checkboxes.
[+ warn if POST submittal is redirected to a zone that does b ¥ 8. Select Use TLS1.1 and Use TLS 1.2
Cornpatibility Wiew settings < »
*Takes effect after you restart your computer checkboxes.
Report wehsite problems .
I i : X 2 P e 9. Click L #PPl¥ (the Apply button).
nternet options |
Reset Internet Explorer settings 10. Click (the OK button).

Shout Internet Explorer
Resets Internet Explorer's settings to their default

Reset...
condition.

Y¥ou should only use this if your browser iz in an unusable state.

10
concel | [y
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Zoom Setting

Set Zoom to 100%

1. Click “ (the Tools icon) from the menu bar
(AIt+T).

2. Click Zoom (the Zoom link).

Print 3. The Zoom menu displays. Make sure your

File 2 3 Internet Explorer is set at 100 %. Zooming
Zoom in Ctrl + Zoom (100%) b more or less than 100% may cause WBSCM
Zoom out Ctrl - Safety X screens to freeze.

\ 7/
400% Add site to Start menu ‘?'
o S
300% View downloads Ctrl +) 100% Zoom setting is highly
S50 y i recommended for all Procurement related
-] arnage a -ons .
J WBSCM transactions.
200% F12 Developer Tools
175% Goto pinned sites
150%4 Cormpatibility View settings
o 3
123% Reportwebsite problerms
@  100%% Ctrl+0 .

Internet options
5% About Internet Explorer
50%:
Custorm..,
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Font Size Setting

1
MFavnrites Tools  Help

Taalbars

Explarer bars

Gaoto
Stop
Refresh

Loarm (100%)

Esc

Fo

|| Text size

Encoding
Shyle

Caret browsing

source

Security report

International website address
Webpage privacy policy..

Full screen

F7

Chrl+1

F11

Largest

Larger

kdedivim

Smmaller

Srmallest

Set Font Size to Medium

1. Click "% (the View link) in the Menu Bar.
2. Click Text 5iZe (the Text size link).

3. Click Medium  (the Medium link).
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Java Version

Download ~ Help

(s Verify Java and Find Out-of-Date Versions
» What is Java?

» Remove Older Versions
=» Disable Java

» Error Messages

=» Troubleshoot Java Agree and Continue
» Other Hel

All Java Downloads

Check to ensure that you have the recommended version of Java installed on your Windows computer and
identify any versions that are out of date and should be uninstalled

By clicking Agree and Continue, you acknowledge that you have
read and accepted the license terms for the verify and find old
versions feature.

If you want to download

Java for another computer

or Operating System, click

the link below.

All Java Downloads G After clicking the button, the Java detection app will ask for permission to run. Click Run to allow
the application to continue

If you recently completed your Java software installation, restart your browser (close all
browser windows and re-open) to enable the newly installed Java version in the browser.
Javascript must also be enabled.

If you prefer to simply verify your Java version and not accept the license terms, you can do so
from the verification page.

Select Lanquace | About Java | Support | Developers | Feedback ORACLE
Privacy | Cookie P Terms of Use | Trademarks | Disclaimer

Verify Java Version

Java is an integral application necessary to use core
features (like Upload Folders).

1. Check your Java instance to ensure you have
the most up-to-date Java version running on
your browser by going to:
https://www.java.com/en/download/install
ed.jsp.

2. If you do not have the most current Java
version running on your browser, you will be
prompted to update. Download and install
the latest version.
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Java Security Level Setting

Finance

Operations

o] i Order

Recall Administrati Complaint Administration  Supplier Mgt

‘Customer Business Partner Relationship Report

[4]+] |

Business Partner Repor ™"
(ge=]

Select Spreadsheet X

 Excel (in MHTML Format)

* Order and Shipment Quantities and Valu
» Top 10 Materials

S E—
Type Name 1

Partner.

Z5DA EURO-AMERICAN SHIPPING
The page you are viewing uses Java. More information on
Java support is available from the Microsoft website.

™ Do net show this message again. m

| ok |

More Info

: Se irity | Advancedl

Enable Java content in the browser

Security level For applications not on the Exception Site list

Cnly Java applications identified by a certificate from a trusted autharity are allowed ta run,

and only if the certificate can be verified as not revaked.

I @ High 4

Java applications idertified by a certificate fraom a trusted authority are allawed to run, even i

+ Sales Volume for Product Hierarchy 1000052
* Order Discrepancy Report between SO, 1000064 | 2SDA CONAGRA POULTRY COMPAI
o 1000082 | ZSDA company17
* Goods Receipt Detail Report 1000086  ZSDA company6
o (R Ly 357 1000108 | ZSDA company34
+ Order Status Report L]
1000302 ZSDA SRM to GRM For Vendor Integraiig
" LR 4000051 | ZSDA Colorado Dept. of Education - Ch:
+ Stocks at Subcontractor AEEBUEy el
I —— - 4000052 | ZSDA Idaho Dept of Education
+ Multi-Food Received ShipmentReport 4000064 | ZSDA Test CRM
+ Multi-Food Requisiticn Report 4000065 | ZSDA TestCRM 3
| £ Java Control Panel
General | Update I Java
() VYery High
Programs (43 2
| | £ Configure Java
12 java
|£| About Java
|| Wisit Java.com
Exception Site List
};' See more results 1
prompts.
Click Edit Site List...
|Java X | | Shut down | |

the revocation status of the certificate cannok be verified.

Applications launched from the sites listed below will be allowed ta run after the appropriate security

Edit Site List...

ko add items ko this lisk,

[ Restore Security Prompts ][ Manage Cettificates. .. ]

5

Update Java Security Level

If you receive the following error, “The page you are

viewing uses Java. More information on Java support
is available from the Microsoft website,” verify your

Java security settings using the following steps.

1. Click in the Type here to search field in your
Windows taskbar and type java to search for
the Java Control Panel.

2. Click |2l Configure Java (the Configure Java
option).
3. The Java Control Panel window displays.

Click 2#°4ritY (the Security tab).
4. Set security level to High.

5. Click (the OK button).
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[ -

iView Error iView Error

T re et Access the WBSCM Portal using
: : https://portal.wbscm.usda.gov/ instead of the USDA

Posted: Jan 19, 2017 8:28 AM
ISSUE Splash page to resolve.

User is receiving the following error when trying to perform actions in WBSCM such as entering a Bid, open/display an Invoice, or open/display a Purchase Order.

“There is no iView available for system “XXXX": object “XXX". For more information, contact your administrator”

2 SAP NetWeaver Portal - Intemet Explorer [IEETY

{0 Tere & 00 Vi avaobie 107 5y5107 "SAP SRAP cORCT *00" For more IOrmanon, ¢ Ontact your 33Isatr |
I

IMPACT
The iView error is preventing bid entry and access to view invoices and purchase orders in WBSCM.
RESOLUTION

Access the WBSCM login page from the standard WBSCM Portal URL https //portal wbscm usda gov instead of accessing from the USDA Splash Page https //www usda gov
IE 11 is the standard recommended browser to use.

Still have questions?
The WBSCM Team is here to assist.

Phone: 877-WBSCM-4U or 877-927-2648
Email: WBSCM senicedesk@CACl.com (%)

WBSCM Production Portal [WBSCM 24/7 Sewvice Desk Portal | USDA WBSCM home page
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WBSCM Hardware and Software Requirements

Processor/Memory

Microsoft Windows 7 /Windows 8/8.1 / Windows 10

Processor 1 GHz Dual Core 2 GHz

Memory 2 GB 4 GB
Video Card 8 MB Video card with 16 million colors at 1024 x 768 resolution 16 MB Video card with 16 million colors at 1024 x 768 resolution
Color SVGA monitor and display adapter, 1024 x 768 resolution, Color SVGA monitor and display adapter, 1024 x 768 resolution, 16
16 million colors million colors

Software Required

Software Manufacturer Version
Operating System W\/I{e[feXejis Microsoft Windows 7 SP1 — 32 or 64 bit
Microsoft Windows 8/8.1 — 32 or 64 bit
Microsoft Windows 10 — 32 or 64 bit

Adobe Adobe Acrobat Reader 9.0 or higher
Adobe Adobe Flash Player 10.3.183.7 and above
Oracle Java Runtime 8 and Latest Update
Microsoft Internet Explorer version IE11

Office (Word, Microsoft MSOffice 2010, 2013 or 2016

Excel)
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